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General Maintenance 

This application note is a general guide to maintenance of servers hosting omnicore Web App and 

Microsoft SQL Server. Some of the maintenance described below can be automated with 

monitoring tools but should always be checked manually from time to time in case the automation 

stops working. 

This is general advice only and will need to be adjusted to suit each specific environment and the 

clients requirements. It is recommended to set these activities to a schedule that the customer will 

accept. 

Ad-hoc 

Whenever working on a server doing other tasks, spend a minute or so to check the basics, such as 

disk space, and ensure the system is running smoothly. If you notice any unusual performance 

issues, such as delays opening management console windows, unexpected slowdowns, or UI 

glitches, take a brief look at the windows system and application event logs to see whether there 

are any obvious errors occurring. Log any non-critical issues that can be addressed during a future 

scheduled maintenance window. 

Daily or Weekly 

Perform the following checks on a daily or weekly basis. 

• Disk space available on VM host servers and VM’s themselves. If there is a noticeable 

trend in storage use increasing, plan to add storage well before exhausting available 

storage or plan to trim databases or clear out un-necessary files. Running disks close to full 

capacity will increase the level of fragmentation (reducing performance), try to never 

exceed 80-85% utilization if possible. 

• Look for any tasks in task manager consuming excessive CPU or RAM for extended 

periods of time. Processes such as SQL and Exchange server will consume large amounts 

of RAM for caching but should not have continually high CPU and Disk usage (short peaks 

< 5m are generally ok) 

• Review Application and System logs in Windows Event Viewer. If you suspect a 

performance or stability issue, use Windows Resource Monitor to inspect CPU, Disk and 

Memory usage per task/process. Sort columns so that the highest usage is at the top of 

the list for each metric. Observe performance for at least 5m. Investigate anything that 

shows continual high usage. 
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• Log any non-critical issues that cannot be addressed during a weekly check to be 

remediated during a monthly or quarterly scheduled maintenance window. 

Monthly 

Perform the following checks on a monthly basis. 

• Remediate any logged issues discovered during ad-hoc or weekly checks. Log more 

extensive but non-critical issues that cannot be remediated now to a future maintenance 

window (e.g., Quarterly). 

• Apply security patches and software updates. If possible, install any Microsoft security 

patches and software updates for Windows and applications and the restart the server. It 

is advised that servers should not be updated automatically, but instead, manually updated. 

For maximum stability, it is recommended to apply security updates prior to the second 

Tuesday of each calendar month. This will maintain the server one full calendar month 

behind the current and will help to avoid many issues relating to stability with new software 

updates. 

Critical and high impact security updates should be individually reviewed and installed 

outside of cumulative update rollups when they are not included in the prior months 

cumulative update rollup. 

• Do a general health check on all replication, backup and windows event logs for all servers 

including host servers. 

• Schedule works to remediate any discovered problems during maintenance or testing 

if they cannot be fixed immediately. 
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Quarterly 

Perform the following checks on a quarterly basis. 

• Remediate any logged issues discovered during prior checks. 

• Re-index the omnicore database especially if performance has been noticeably reducing 

or if content indexes in large tables (position etc.) are > 80% fragmented. 

• Check that scheduled tasks are enabled in omnicore to remove old records (activity logs 

and position data). Some older versions of omnicore will not successfully keep up with 

cleaning Activity and Position data on larger datasets and large inflows. For these, please 

consult Omnitronics on stand-alone scripts that can be run to remediate this. 

• Perform a database shrink if there is > 5% free space within it. 

• Shrink the SQL transaction log file and database file to release any disk space available. 

Ensure that the Simple recovery model is enabled for the database post cleanup unless it 

is being maintained by a database administrator. 

• Do a general disk cleanup, deleting old files and shrinking databases. 

• Run the TRIM process after cleanup to optimise free space to improve disk performance 

on physical servers (or configuration engines) with TRIM available for the SSDs. 

• Consider doing a test restore to an isolate network/system from cold backups (Nakivo, 

Veeam, SQL Backup). Document any issues discovered during the test restore process. 

• Consider doing a test failover of servers if clustering or replication is enabled. This can 

be done in production or to an isolated test or internal VLAN. Document any issues 

discovered during the test failover process. 

• Schedule works to remediate any non-critical problems discovered during maintenance 

or testing if they cannot be fixed immediately. 

Semi-Annual or Annual 

Perform the following checks every 6 or 12 months. 

• All the tasks from the quarterly maintenance. 

• Review Firmware and BIOS versions for all server and storage systems including NAS. 

• Upgrade all firmware applicable unless they are likely to cause issues. 

• Test any redundant network systems by disconnecting active network links and ensuring 

that network failover works correctly to a secondary link. 

• Test any redundant connections to storage systems (iSCSI, eSAS, or FC etc.) by 

unplugging one link, confirming failover, reverting, and testing the other link. 
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