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Congratulations on your new omnicore Dispatch System!

Please pass this checklist on to the relevant people for completion of the Installation Pre-requisites, which would usually
be the IT systems, infrastructure, and radio systems teams, and return it to the Omnitronics Project Team to ensure a smooth
and timely deployment. Configuration and testing will be customized for your unique environment (Sorry, no Plug & Play),
so please complete this checklist:
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Prerequisites for Dispatch System

Hardware Requirements

Please confirm minimum Hardware Requirements and action items are met and the omnicore documentation have
been reviewed:

SQL Database Server

omnicore Console omnicore Express omnicore Enterprise

Server

Configuration Engine

Windows 10/11 Windows 10/11 (or

Windows Server 2019/2022) &

Windows Server 2019/2022 Windows Server 2019/2022

& SQL Standard 2019/2022

D 0S/sqQL SQL Express 2019/2022 (Instance is located on a
separate or shared/central
SQL Server)
12GHz 12GHz to 15GHz 12GHz to 15GHz 16GHz to 20GHz

Processing (CPU)

Memory (RAM)

Storage

Network

UsB

0000 0 O 0O

(or more) in total
processing capabilities
(64-bit) - e.g. six cores

running at 2GHz

16GB

25GB of available space
for omnicore installation

1x 1Gbps

1 x USB v2.x (omnihub+/2)

Systems are operational

(or more) in total
processing capabilities
(64-bit) - e.g. six cores

running at 2GHz

16-24GB?

75GB of available space for
omnicore and database

1x 1Gbps/10Gbps

N/A

D Windows 10/11 Professional OS, version 22H2 or later

(or more) in total
processing capabilities
(64-bit) - e.g. six cores

running at 2GHz

16GB

50GB of available space for
omnicore installation

2 x 1Gbps/10Gbps

N/A

4

Fully patched (Windows and SQL updates), with no security policies applied [This may be done afterwards]

! Server physical storage must be high quality (rated for Enterprise or NAS) using hardware RAID 1, 5 or 6 with BBWC/FBWC.

(or more) in total
processing capabilities
(64-bit) - e.g. eight cores
running at 2GHz
32GB (Additional as
database size increases)

500GB to 1TB available space
for database
(NVMe Recommended)

2 x 1Gbps/10Gbps

N/A

2 Clients providing their own (shared) SQL server have created an account on the SQL server instance for use with emnicore. Credentials for server accounts have been made available to
Omnitronics. The account has “dbcreator” permissions for the emnicore database instance (minimum).

* When running emnicore Console on the same machine as the Express Configuration Engine, use the higher value.

* Examples of security policies: local server account restrictions, password complexities, software installation restrictions, firewall restrictions, etc.

i) Clients providing their own (shared) SQL Server have created an account on the SQL Server instance for use with emnicore.

ii) Credentials for server account(s) has been made available to Omnitronics.

i) The account has “dbcreator” permissions for the emnicore database instance (minimum).

omnicore Server is designed to run on virtualised hardware. It is recommended that omnicore Express
Configuration Engine not be installed on a Console PC.

C] omnicore Server Manual (MNL-00238) for server resource requirements reviewed.

C] omnicore Server Install Guide (MNL-002420) for SQL installation reviewed.
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Network Prerequisites

Please confirm Network Prerequisites are met & the omnicore documentation has been reviewed:

C] A network IP addressing scheme that defines static IPv4 addresses for all components (console computers excepted)

C] The omnicore Console PCs will have (network) connectivity to the IP addresses of the following components:
« omnicore Server (IIS instance) located on the omnicore Express Configuration Engine PC OR omnicore Enterprise Windows Server
e Allrequired radio gateway IPs, e.g. DRG100, IPR110+, IPR400 S2, omniGate, etc.

() No use of NAT between the various products/components

C] Any network inspection or traffic interception on the network ports and protocols used by Omnitronics products disabled,
to ensure optimal communication. [Enabling security features in this context may lead to unexpected delays and
potential communication disruptions.]

D Internet access available for deployment and configuration process (i.e. omniGate)

D Remote Access (VPN) Operational: External access for Omnitronics technicians to the internal/client environment hosting
omnicore (Configuration Engine OR Server, and SQL Server) and all the radio gateways

C] Transfer of installation files onto systems are allowed or provided

(O Networking team have reviewed the omnicore Network Protocol Usage (ANT-00197) Manual to identify

firewall or network restrictions needing adjustment.

Licensing

Please confirm the following licenses are current and active prior to project commencement:

C] Microsoft Server licenses for the omnicore Server 0OS, SQL Server OS, and Hypervisor if using Microsoft
C] SQL Server license for the omnicore database and required SQL Client Access Licenses (CALs) for dispatch operators
C] Windows Client Access Licenses (CALs) for dispatch operators

C] Radio specific licenses, e.g. number of talk groups for digital radio systems like DMR, P25, Tetra etc. These licenses are
not supplied by Omnitronics, you have to directly contact your radio supplier for it

Note: Omnitronics does not supply any 3rd party licensing (i.e. Microsoft) unless specifically quoted for, these should be purchased separately or as part of the current agreed cover
between the client and Microsoft.

Submission Requirements

Check the following have been provided to Omnitronics Project Team a minimum of 1 week prior to project
commencement:

C] Infrastructure diagram(s) indicating networking links, firewalls, and radio gateways provided showing how various
equipment is expected to connect

C] Credentials for the various systems and equipment

C] IP list of systems and equipment

Items above will be operational on: :J Lead time for Internal Change Requests (if any): :J

Primary Project Contact liaising with Omnitronics Project Team

Name: [ ] Email | ]

Position: [ J Mobile:

* Should the current internal systems or equipment/devices require additional configuration during the project.

Support@omnitronicsworld.com
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